nt 9.4Atdisoheerd 4

S

Shire of Ngaanyatjarraku

ON A JOURNEY

AUDIT & RISK COMMITTEE MEETING

ATTACHMENTS

Tjulyuru Cultural and Civic Centre
Warburton Community

22 February 2023
at
1.00 pm



Attachment 9.2

Shire of Ngaanyatjarraku - Legislative Compliance Calendar

. Position Title Comments
Compliance Action Compliance Requirement Section / Ref (i:omphance Officer Responsible for
requency Action Compliance

October - Take Action
Election Day - Close of Poll 6.00pm s.4.7 Biennial N.A.

Local Government Act 1995 5.4.68(1)(e) Next due 2023 DGS
Elected Member Induction - Provide an Biennial Completed, October 2021
induction for newly elected Councillors n/a n/a DGS

: Next due 2023

Report on Waste Plan - LGs must submit report . Ongoing with DoC / DEWR
on the implementation of their waste plan. Waste Avoidance and s.44 Annual GMO

Resource Recovery Act 2007 Due: 31 Oct.
Primary Returns - for new Elected Members, N.A.
within 3 months of making Declarations of Office. Local Government Act 1995 $.5.75(1) Biennial DGS

Compliance Action

November - Take Action

Compliance Requirement

Section / Ref

Compliance
Frequency

Position Title
Officer Responsible for
Action Compliance

Business Continuity Plan - Review
Review the Business Continuity Plan to ensure it

Completed Dec 2021. Review and testing of plan conducted in June
2022.

remains functional and informs the Annual n/a n/a Biennial DGS
Report.
Local Government Grants Commission Return Completed 18 Jan 2023
Annual
CEOQO/CFO
Due: 31 Nov.

Compliance Action

December - Take Action

Compliance Requirement

Section / Ref

Compliance
Frequency

Position Title
Officer Responsible for
Action Compliance

Council / Committee Meeting Schedule - At

Completed

least once per year, determine meeting schedule | | 5cal Government Act 1995 5-5-.25(1)(9) Annual CEO
for next 12 months Admin.Reg.12
Annual Financial Report - An auditor is required 2021/22 Annual Financial Report was adopted by Council in December
to examine the accounts and annual financial s.7.9 Annual 2022.
report and provide a report by 31 December Lowel| vzt A 1525 s.7.12AB Due: 31 Dec CFO
Annual Report - Accepted, by Absolute Majority. s.5.53 Annual 2021/22 Annual Report was adopted by Council in December 2022.
Local Government Act 1995 s.5.54 CEO/CFO
Due: 31 Dec

Master Compliance Calendar - Review March 2023 quarter to be developed

n/a n/a Annual DGS
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Shire of Ngaanyatjarraku - Legislative Compliance Calendar

Christmas Office Closure Notice

Local Government
(Administration) Regulations
1996

$.5.25(1)6 Reg.12

Annual

CEO

Completed



Risk
Number

6.2.1

Risk Assessment Category

Legislative / Regulatory / Policy /
Occupational Safety and Health

Service Delivery/Business
Interruption

Environmental Risk

Environmental Risk

Legislative / Regulatory / Policy /
Occupational Safety and Health

Legislative / Regulatory / Policy /
Occupational Safety and Health

Financial

RISK ASSESSMENT FROM REG 5. and REG 17. REVIEW.

External Complaints

This policy governs the procedure
for complaints against elected
members of Council, which
contradicts the appointment of the
CEO as the Complaints Officer in
the Code of Conduct for Council

Risk

Risk Issue and Failure Modes Existing Controls Rating

Insufficient and/or inconsistent
procedures in relation to
procurement processes, including
selection criteria, assessment

requirements, declarations of Purchasing policy High
independence of assessors,
variations to contracts and review.
Failure to prepare and plan for
potential events which could
interupt the administrative High
operations in delivering services
to the community.
Inadequate control and .
management of reclaimed water ~Agreements with Medium
(for irrigation etc) Water Corporation
Failure to adequately enforce
conditions and manage landfill Waste .
operations at unmanned landfill Management Plan High
sites.
Inadequate processes to manage
and f’°mp'yt‘”'th OSH OSH safety audit,
requirements OSH risk register, .
. High
toolbox meetings,
OSH officer
Failure to manage HR matters in
accordance with statutory
requirements. IR consultant /
professional advice Medium

subscription

Processes for
timesheet
authorisation,
payroll
authorisation and
review processes

Incorrect processing of employee
payroll

Medium

Business éontiriuity & Disaster Recovery Plan

Mitigation and Management Strategy (Possible Future
Controls)

Review procurement processes to consider where gaps exist
and address deficiencies. Develop procedures/framework to
guide and direct procurement requirements for all staff.

Identify and document key business continuity risks along
with the treatments to reduce risks to an aceptable level.
Develop into a Business Continuity Plan and test to ensure
validity.

Develop procedures and review schedule for the control and
management of reclaimed water.

Articulate operating arrangements for waste disposal
facilities.
Develop workflow diagrams for administration staff when

Safety audit to be undertaken through to assess OSH
requirements.

Maintain OSH risk register and actions through OSH
meetings.

Review policies and procedures to address gaps relating to
HR in existing practices. Develop procedures and / or
workflows for HR activities.

Develop procedures and/or workflows for appropriate
processing, review and authorisation process for all functions
of fortnightly payroll processing.

RISK ASSESSMENT FROM REG 5. and REG 17. REVIEW.

Review and amend the policy with consideration of the
complaints resolution procedures as documented in the Code
of Conduct for Council Members, Committee Members and
candidates for election.

Responsible
Officer

DGS

DGS

CEO

CEO

DGS

GMO

CFO

DGS

Complete
Y/N/%

40%

50%

85%

Attachment 9.3

Action taken

A procurement and purchasing procedure has been completed.

The Business Continuity Plan (BCP) was adopted by Council in
December 2021. Testing of the BCP are ongoing.

Water management is managed by DoC REMS Contractor

Landfills are not the Shires. The Shire has report potentially
contaminated sites to DEWR who are liaising with DoC / DPLH

Software (WHS monitor) in place to assist with managing
Workplace Health and Safety requirements as per new
legislation. Implementation of this system is ongoing.

Policy Manual has been reviewed and endorsed by Council.
CEO Procedures under review.

Review and updates of the payroll process is ongoing.

A complaint resoltion procedure has been completed. This will
be incorportated into the updated CEO Procedures.
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Risk
Number

7.1.1

7.1.4

7.2.1

7.2.2

Risk

Mitigation and Management Strategy (Possible Future Responsible | Complete

: : : o e .
Risk Assessment Category Risk Issue and Failure Modes Existing Controls ating Controls) Officer YINI% Action taken

A Business Continuity Plan was Progress the review, update of the Business Continuity Plan BCDRP adopted by Council in December 2021. The IT
prepared in 2016 however there and test it to ensure its validity, including validity of the Recovery Plan was adopted by Council in April 2022.
was no evidence of the plan being documented key business continuity risks along with the Operational testing of the 2 plans is ongoing.

tested to ensure its validity. treatments. Ensure content of the plan is relevant and current

to the Shire, and risk treatments are consolidated with
overarching risk management activities.
High DGS Y
The plan should facilitate organised decision making in the
event of any major disruption impacting the Shire’s ability to
continue normal operations, with testing involving relevant
and key personnel to ensure validity of the identified risks and
treatments within the plan.

ICT Disaster Recovery Plan

A Disaster Recovery Plan was Review and update content of the Disaster Recovery Plan to See above comment
adopted by Council on 09 ensure relevancy and currency to the Shire. Maintain, review
November 2016 however there Medium  and test the plan to ensure validity. DGS %

was no evidence of the plan being
tested to ensure its validity.

Administration Procedures

Documented procedures currently Finalise review of the CEO Procedures. The CEO procedures have been updated, and are now being
exist in the form of a CEO . reviewed to ensure they are appropriate for the organisation.
Procedures Manual (currently High DGS /GMO 70%

under review). Some other

Asset 'Mariagement Plan

The most recent Asset Review and update the Asset Management Plans to maintain Asset Management Plan incorporated into the Strategic
Management Plan was adopted in effective alignment with IPR documents, and to include all Resources Planand adopted by Council in June 2022.
November 2018. The plan does required data and information as published within the

not meet the standards set within High DLGSCI Integrated Planning and Reporting Advisory GMO 20%

the DLGSCI Integrated Planning Standard (September 2016).

and Reporting Advisory Standard

Checklists & Workflow Diagrams

Checklists of key functions are Creation and maintenance of standard checklists may assist Updates to happen to processes to incorporate a review to
maintained for selected functions. in evidencing key points of control. Checklists assist in current checklists.

Checklists were not maintained ensuring compliance with repetitive legislative compliance

and evidenced for all standard tasks. Staff are encouraged to continue with the development Procedures to be reviewed to include this.

routine functions such as end of of checklists and procedures for routine functions, including

month reconciliations and High evidencing independent review. In conjunction with, or as an CFO 10%

reporting across the organisation. alternative to, the development of documented procedures

It was noted some staff have and checklists, development of workflow process diagrams

commenced with the creation of may assist in clearly identifying controls and processes to be

checklists and procedures. followed.

Procedure Changes

Process for amending or changing Establish a process for the development, review, amendment Procedures under review.
procedures are not formalised and authorisation of procedures, checklists and other internal

(administration procedures yet to control documentation, throughout the Shire to assist with

be finalised). This creates managing changes to procedures.

opportunities for unilateral Medium CFO 10%

unauthorised changes to
procedures and a breakdown in
key controls within internal and
financial controls.

Changes to Banking Details




Risk o Mitigation and Management Strategy (Possible Future Responsible | Complete

Risk Assessment Category Risk Issue and Failure Modes Existing Controls Rating Action taken

Number Controls) Officer Y/N/%

Current procedures to restrict Progress and complete the review and update procedures to Procedures under review.
changes to bank details are ensure the following matters are appropriately considered
considered appropriate, however and controls are adequate to:
do not appear to always be +V/alidate the change request and its origin;
consistently documented to Authority exists for the change request; and
evidence all control validations for *Validate and control the changes once completed.
changes which have occurred.
We noted more formal procedures Procedures should require documentary support to evidence
7.2.3  relating to changes to banking all controls having been applied when applying changes to CFO 10%
details for employees and banking details within the Shire’s ERP.
creditors master files are be
developed to ensure sufficient
controls exist in both
substantiating the change request
and the changes performed within
the Shire’s ERP system.
End of Month Processes
Creditors invoices appears to be Supplier invoices should be processed in a timely fashion and Process to be developed for outstanding Purchase Order
processed and entered only at the entered through the Shire’s ERP system as soon as followup.
time where a routine creditors practicable after receipt to provide a more accurate
7.2.4  payment run is scheduled High representation of the Shire’s liabilities at any given time. CFO 90%
resulting in month end creditor Invoices should be followed up where not received for goods
balances being nil at the end of or services obtained.
each month selected for review.
General Journal Entries
There are limited documented Document internal controls to ensure journals requests Procedures under review.
internal control procedures for initiated are reviewed and approved/authorised prior to
general journals. No general posting by an appropriate officer, the current practice of
journal audit trail is currently independent review is maintained, and evidence of review is
7.2.5 produced to ensure no Medium consistently applied. A monthly journal audit trail report CFO 10%
unauthorised journals have been should be produced and independently reviewed prior to
posted. preparation of the monthly statement of financial activity. IT
permissions should also be considered when developing
controls.
Receipting and Banking
Evidence of an independent Update procedures and controls to ensure an appropriate Procedures under review.
796 review of end of day regeipting High revie_w 'proces:s_r_\as been undertaken fo.r all end of day CFO 10%
reports selected for testing was receipting activities processed for banking.
not always recorded.
Petty Cash
Our testing of petty cash noted a Undertake a review of systems and processes relating to Procedures under review.
breakdown within the systems and petty cash, to ensure adequate controls exist for the security
controls described to us. The of cash held, as well as maintaining and processing of petty
707 Mgrch 2021 r.econciliation djd n.ot Medium cash transactions. CFO 10%
evidence review and authorisation
of an appropriate senior officer,
independent of the preparer.
Credit Cards




Risk 16

Mitigation and Management Strategy (Possible Future Responsible | Complete

Controls) Officer A Action taken

Number Risk Assessment Category Risk Issue and Failure Modes Existing Controls ET

7.2.8

7.2.9

7.2.10

7.2.11

Credit card statement in
December 2020 selected for
review was not signed by the FAC
for the transactions incurred as
required by the documented policy
and procedure in place.

Our review noted a credit card
transaction in December 2020
which did not reconcile to the
support documentation included
with the credit card statement.

Procurement

Through limited testing of
payments we noted the following:
*An instance where the
requirements of the purchasing
policy had not been adhered to;
*Authorisation of invoices to be
processed for payment made by
the same individual who requested
and authorised the purchase
order;

*Some invoices did not evidence
independent review and
authorisation when
entered/processed for payment
*Purchase orders being issued
with no assigned value.

Outstanding Purchase Orders
We did not observe any formal
procedures relating to the routine
monitoring of and clearance of
outstanding purchase orders.
Regular review of outstanding

ICT Security

We noted some levels of
permissions have been
established for IT network access
to software and data, however this
is largely undocumented. A
number of recommendations were

Art Shop Controls

Medium

Medium

Medium

High

Update systems and processes relating to credit cards, to
ensure adequate controls exist relating to ensure compliance
with adopted policy and approved procedure requirements.
This should also provide for controls for robust control and
review processes prior to payments being deducted through
automated bank payments.

Ensure processes exist to maintain adherence to and detect
any deviation from established documented procedures and
controls. Where possible, segregation of duties should exist
where those who have incurred charges on corporate credit
cards are not also responsible for reconciling and entering
credit card transactions. If circumstances prevent the full
segregation of duties, documented procedures should
describe the controls in place to reduce associated risks.

All procurement of goods or services should be undertaken in
accordance with legislative requirements and the purchasing
policy. A review of the purchasing policy may be required to
ensure the policy reflects the purchasing objectives of the
Shire.

Appropriate segregation of duties relating to the
requisitioning, approval and authorisation of procurement
related activities should exist. If circumstances prevent the
full segregation of duties then procedures should exist to
demonstrate alternate controls in place to reduce associated
risks.

Review and update procedures to ensure appropriate review
and authorisation has occurred and is evidenced prior to
creditors invoices being authorised for payment.

Values should be assigned to all purchase orders to ensure
purchasing authorisations and policy requirements have been
adhered to and controls have been developed to prevent
unauthorised changes being applied after purchase orders
have been approved.

Update procedures to include review of the status of
outstanding purchase orders as part of end of month
processes. Ensure any controls developed are routinely and
consistently applied.

Progress the implementation of recommendations included
within the Shire’s recent IT Strategic Plan and consider
undertaking a comprehensive IT general security review,
articulate current practices and implement findings of the
review.

CFO

CFO

CFO

DGS

10%

90%

70%

Procedures under review.

All procurement of goods and services is undertaken according
to legislation and the Shire's purchasing policy.

Duties are segregated and all processes require an independent
review by a senior officer.

Procedures are under review.

The IT Strategic Plan was adopted by Council, and a new IT
Contractor (Focus Networks) has been engaged by the shire to
assist in completing the actions from the IT Strategic plan.




Risk o Mitigation and Management Strategy (Possible Future Responsible | Complete

Risk Assessment Category Risk Issue and Failure Modes Existing Controls Rating Action taken

Number Controls) Officer YIN/%

Purchases for the Warta Shop are A full review of procedures and controls is required to Procedures under review.
managed by an officer who has determine practical procedures, documentation and controls
responsibility for operation of the for the purchase and sale of art. Procedures should ensure
centre, negotiating purchases of compliance with the regulatory requirements in relation to the
art with artists, recording the art, setting of fees and charges and ensure appropriate stock
7912 setting of prices for the' disposal of High reconciliation controls are in place. CFO 10%
the art, sale of art and issuing
cash payment when purchasing
artwork from artists. Limited
oversight documentation exists in
relation to these activities.
Grants Management
Limited procedures exist to Systems relating to grants management should include Grant register to be implemented. Review of procedures to
support processes and controls in controls for the monitoring of grants with funding conditions include.
respect to: and acquittal processes. Incomplete consideration of these
« application of grants; factors may contribute to the Shire’s ability to effectively
7.2.13 « acquittal of grants; High deliver grant programs. CFO 10%
» compliance with grant
conditions; and
» governance and administration
arrangements.
Segregation of Duties and
Internal Controls
We noted a lack of independent Interventions should be available at various stages for a Procedures under review.
oversight for some key roles, with number of operational functions, including routine
some existing controls considered independent reviews of controls to ensure they are being
inadequate, especially where observed and maintained as required. Where resourcing
multiple process controls for high constraints exist (such as small local governments with
risk transactions are performed by limited staff), other considerations should be applied such as
7414 a single individual gr involve High training and engaglng officers .Wlthln the organisation whp CFO 10%
closely related parties. Where a may not normally be involved in these processes, to assist
single individual or closely related with checks and controls, or engaging independent parties to
parties are responsible for or provide sufficient levels of oversight.
involved in multiple stages of
various processes, there is an
increased risk and opportunity for
error, misconduct etc to occur.
Procurement Assessment
Documented formal requirements To help ensure probity and fairness when assessing high The draft procurement procedures outline the requirements for
when undertaking assessments of value procurement, at least three persons should assess the high value procurement.
responses to requests for procurement responses independently of each other.
7.2.15 quotations exist, however are not High Documented processes should require a higher level of CFO 10% Procedures under review.
always consistently recorded / probity and due diligence, for higher value or higher risk
maintained with our samples purchases.
selected for testing. Procedures
Rates
Evidence of routine reviews of rate Develop and maintain systems and processes whereby Procedures under review.
exempt properties as defined by routine reviews are undertaken of rate exempt properties
7916 section 6.26(2)(g) of the Local Medium within .the Shire, confirming these prqperties are used. CFO 10%
Government Act 1995 was not exclusively for rate exempt purpose, in accordance with
available for our inspection. policy 2.6 Rating Exemption.
Fixed Assets
We noted two instances of asset Ensure appropriate controls are in place to correctly identify Procedures under review.
additions being incorrectly the initial carrying value of new assets. Review procedures
recorded on the fixed assets . and controls for updates to the asset register, includin
7217 register due to incosistent GST High review and authorisation by an indepengent officer. ° CFO 10%
treatment of some line item
expenses for the asset acquisition.
Stock Controls




Risk o Mitigation and Management Strategy (Possible Future Responsible | Complete

Risk Assessment Category Risk Issue and Failure Modes Existing Controls Rating Action taken

Number Controls) Officer YIN/%

Controls in relation to

management of stock for the

Warta Shop are considered

inadequate. Documented High
procedures for annual stocktakes

of artwork and other items of value

as well as reconciliations to
Employee Appointment Procedures

Staff inductions are inconsistently

applied throughout the Shire, and

induction processes do not

consistently communicate to staff

required expectations and

requirements when performing

local government functions. It is High
noted that draft procedures for this

are currently being developed.

Employee Termination Procedures

No formal process or procedure is

currently in place to ensure the

appropriate process on High
termination of employees ensuring

security and IT permissions are

Employee Identity and Credentials

Practices and procedures for

verifying employee identity, right

to work in Australia, background

checks, verification of employment

history and qualifications are

considered inadequate. We noted Medium
a breakdown in controls where an

employee file did not contain

evidence of background checks,

licences, qualifications etc.

Staff Training

Planned and required staff training
needs for employees are currently
recorded for some operational
areas/departments. A central
training matrix is not currently
maintained.

Payroll

Evidence of review and
authorisation of fortnightly payroll
reports was not recorded by both
review/authorising officers.

Medium

The officer responsible for

preparing and processing Medium
employee pays is also tasked with

authorising the payments through

the bank. Risks may exist where

reduced impartiality and lack of

segregation of duties are

associated with payroll

Payroll Audit Trails

Review and update systems and procedures relating to stock
controls at Shire facilities, including permission/authorisation
requirements for stock pricing changes and stock write offs.
Periodic stocktakes should minimally include reconciliation of
stock movements against sales and independent review of
data etc.

Develop and implement procedures to ensure all new staff
are appropriately inducted and aware of the parameters of
their employment responsibilities and obligations including:
*OH&S;

*Duties and responsibilities;

*Security;

*Code of Conduct;

*HR Policies and Procedures;

Legislative Compliance;

*Risk Management; and

*Other relevant and required topics.

Establish policies, procedures or checklists to manage and
document the termination of employees, ensuring access to
IT systems, etc. is appropriately restricted and all allocated
Shire assets are recovered.

Develop, implement and maintain appropriate policies and
procedures to reduce the risk of unqualified or unsuitable staff
being employed by the Shire, in line with the Western
Australian Auditor General’s Report in June 2019 relating to
Verifying Employee Identity and Credentials.

Refine the current practice of documenting training
requirements to add further value by developing and
maintaining a central training matrix to identify staff training
needs relevant to their role, ensuring it is co-ordinated across
the organisation and monitors currency of required licences
and qualifications.

Implement documented procedures to ensure adequate
controls are consistently followed for review and authorisation
of fortnightly payroll reports, with appropriate evidence of
these reviews consistently recorded.

Where possible, segregation of duties should exist where
those responsible for processing payroll transactions are not
responsible for approving payments through the bank. If
circumstances prevent the full segregation of duties,
documented procedures should describe the controls in place
to reduce associated risks.

Procedures under review.

Procedures under review.

Procedures under review.

Procedures under review.

WHS Monitor software will assist with documentation in relation
to staff training.

Procedures under review.

Procedures under review.

Duties are segregated and all processes require an independent
review by a senior officer.




Risk o Mitigation and Management Strategy (Possible Future Responsible | Complete

Risk Assessment Category Risk Issue and Failure Modes Existing Controls Rating Action taken

Number Controls) Officer YIN/%

A review of changes to the payroll Procedures to minimise risk of erroneous or unauthorised Independent review of all changes to employee database is
is made each pay run and is changes to employee details should be consistently performed by a senior officer. The process to be developed to
conducted prior to the payroll evidenced and maintained. Regular reviews of software audit ensure supporting documentation is maintained.
being updated into the bank. . trails is one form of control and this practice is strongly
7.3.6 However, our testing noted a High encouraged to continue with the addition of consistent CFO 80%
payroll audit trail had no preparer evidence of the review.
or reviewer evidenced on the
report.
The officers responsible for Review of procedures and controls to define procedures, Procedures under review.
processing and reviewing payroll documentation and controls for the accurate processing of
are tasked with review and payroll each fortnight. Details for each employee should be
capture of employee entitlements, reviewed against individual employment contracts to capture
allowances, deductions, etc. with allowances, deductions, entitlements etc, into a master list,
no verification to contractual with appropriate review and authorisation for changes. Payroll
7.3.7  entitlements. Staff have advised Medium  exception reporting and review of audit trails should be CFO 10%
more formal documentation / undertaken to capture anomalies or unauthorised changes.
checklists are intended to be
created to assist with payroll
processing, review and
authorisation.
Contractor Insurance
Contractors’ insurances are not To help ensure contractors have the relevant licences and Software (WHS monitor) in place to assist with managing
always assessed prior to award of have adequate insurance cover for the works they undertake contractor Workplace Health and Safety requirements as per
contracts. Reliance is placed on . for the Shire, procedures should be finalised, and records new legislation.
7.4.1 High . . , CFO 5%
contract managers to ensure maintained to ensure copies of contractors’ current
copies of insurances are provided insurances and licences are held on file. Procedures under review.
and are current.
Register of Hazardous Materials
A register of hazardous materials Develop and maintain a register to record details of 90% of Shire owned buildings have been inspected for
was not available for our . hazardous materials, such as asbestos, for properties under hazardous materials and data collected for input into register.
8.2.1 inspection, to reflect properties High the control of the Shire. GMO/CFO 50% LGIS generic asbestos risk register being reviewed and adapted
under the control of the Shire for Shire of Ngaanyatjarraku purposes.
Investment Register
An investment register was not Recording the nature and location of all investments and Investment register established and presented to Council each
available for our inspection related transactions is required by Regulation 19 (2) of the month.
detailing the nature and location of Local Government (Financial Management) Regulations
all investments and all related 1996. Tracing of funds on maturity of investments is essential
transactions. . and record of where funds are transferred and who authorised
8.2.2 High the transfer should be maintained within the register. CFO Yes
Maintaining printed copies of the investment register,
reviewed and authorised by a senior manager, independent
of the control of the investments, prevents subsequent
amendment to the register.
Contracts Register
A contracts register was not Maintain a register to record details of all contracts (current To be developed
available for our inspection . and expired) and their status in a form to assist with ensuring
8.2.3 o Medium . . ) DGS
detailing the status of contracts contracts are monitored and actioned as required and
held by the Shire. reflecting the value of the contracts.
Tender Register
Inspection of the register noted the Ensure the tender register contains only the information Ongoing
inclusion of a procurement activity required to comply with Regulation 16 & 17 of the Local
8.2.4  which was not a tender, but rather Medium  Government (Functions and General) Regulations 1996. DGS Y
a request for quotation.
Praciiremeant nrnceccac which are
Financial Interest Register
Our testing noted several returns Maintain systems and procedures to obtain all returns Ongoing
8.2.5  prior to 2018/19 are not recorded Medium  required under the Local Government Act 1995. DGS Y
within the register for some
Community Complaints



Risk
Number

8.4.1

8.5.1

8.5.2

8.6.1

8.6.2

10

11

Risk
Risk Assessment Category Risk Issue and Failure Modes Existing Controls ET

A procedure to guide the process

for managing community

complaints was prepared in 2017. High
An update to this procedure is

heinn nrenared _inchidina the
Internal Audit

Currently, no internal auditors
have been appointed, and limited
internal audit functions have been

undertaken. Medium

Significant Adverse Trend Report

A significant adverse trend was

identified during the 2018-19 &

2019-20 audits. We noted the

following legislative requirements

were not met: High
*A report was not prepared stating
actions intended to be taken in
relation to the adverse trends
noted;

Audit Regulation 17 Review

A review was last undertaken in
August 2017, which is outside of
the time period as required by.
regulation 17 of Local
Government (Audit) Regulations
1996.

Financial Management Review
Evidence of a previous review was
not available for our review. Staff
representations indicated the Medium
previous review was performed in

house by staff responsible for

Medium

Financial Expenditure exceeds policy

threshold or tender threshold set

within regulations. Purchasing policy
Financial Collusion and/or perceived or

actual conflict of interest during

Purchasing policy
procurement assessment process.

Performance Inability to deliver projects due to High
poor contract management,
expenditure over budget etc
ocesses and reportir

Performance Infrastructure failure High
ment Plans, Mainten:

Mitigation and Management Strategy (Possible Future

Controls)

Finalise and implement procedure to ensure community
complaints are adequately reported, actioned, and
addressed.

We suggest as the level of documented procedures
increases, an expanded internal audit function to confirm
adherence to documented policies and procedures may be
required as recommended by the OAG in their report to
Parliament on the Audit Results Report — Annual 2017-18
Financial Audits of Local Government Entities.

Prepare a report stating actions intended to be taken relating
to the significant adverse trend identified during the 2018-19
& 2019-20 audits and present for consideration by the Audit
Committee and Council, forward to the Minister after
adoption, and publish the report on the Shire's website.
Ensure any future reports are prepared and published as
required by section 7.12A of the Local Government Act 1995.

Ensure the next review is undertaken within the time period
as required by legislation.

Ensure future review identifies operational and financial risk,
control weaknesses and compliance weaknesses.

Ensure the next review is undertaken within the time period,
by parties with required levels of independence and is
considered by Council as required Local Government
(Financial Management) Regulations 1996.

Ensure policy sets out guidance in relation to management of
price variations, review procurement processes to allow for
early detection of variations (through creditors processing
etc).

Review or develop procurement procedures to set out
requirements for assessment panels to meet objectives of the
purchasing policy.

Maintain contract register, implement regular procurement
training to set out required monitoring processes etc.

Progress with implementation of asset management plans
and improvement plans (including scheduling for required
maintenance activities etc)

Responsible
Officer

DGS

DGS

CEO

CFO/DGS

CFO/DGS

DGS

CEO

DGS

GMO

Complete
Y/N/%

50%

50%

Action taken

A community complaint procedure has been completed. This is
included in the draft updated CEO Procedures.

The Shires Internal Audit function will be reviewed once the
policies and procedures have been completed.

Reports completed, sent to Minister and on Shire website

Improvements are being made and control weakenesses
managed. A continual process to ensure compliance with the
legislation.

Procedures and documentation established and updated.

Ensure compliance with the legislation.

The procurement and purchasing procedure has been
completed. This has been included in the draft updated CEO
Procedures.

Conflict of interest Declarations & Assessment Proforma
Spreadsheet should have been used. Officers required to do so
going forward.

To be developed

See Item 7.1.4 above




Risk
Number

12

13

14

15

16

17

18

19

Risk Assessment Category

Service Delivery/Business
Interruption

Service Delivery/Business
Interruption

Service Delivery/Business
Interruption

Legislative / Regulatory / Policy /
Occupational Safety and Health

Reputational Damage

Reputational Damage

Financial

Service Delivery/Business
Interruption

Risk Issue and Failure Modes

Inability to attract and retain staff
to maintain operational services

Insufficient consideration of ICT
risks and subsequent
management

Inadequate management of
facilities and events

Deliberate actions by an employee
to bypass procedures,
authorisations or controls for
personal benefit or the unfair
benefit of others.

Inaccurate representation of
information or reports

Operational activities conducted
erroneously, or not performed
within required time frames.

Theft, fraud, malicious damage or
unauthorised access to data or
assets.

Failure to prepare and plan for
potential events which could
interupt safe service delivery to
the community during a pandemic.

Existing Controls

Professional
Development
Incentives,
Subsidised
Accommodation

ICT Strategic Plan

BOOKING
system/process,
facility operation
manuals,
maintenance
schedules and

rannrte _analifiad

Segregation of
duties, delegated
authority, ICT
permissions,
procurement
processes, cash
management
controls, financial
manaaement

Staff training,
internal review and
authorisation
processes.

Procedures and
checklists, review
and authorisation
processes,
segregation of
duties.

Procedures and
checklists, review
and authorisation
processes,
seqgregation of

Procedures and
checklists, review
and authorisation
processes,
segregation of
duties.

High

High

High

High

High

High

High

High

Mitigation and Management Strategy (Possible Future
Controls)

Consider external services available for key roles to assist
during periods of position vacancy.

Succession planning and development strategies to multi skill
workforce.

Develop ICT Strategic Plan to highlight and address ICT
risks.

Develop and / or review facility operation manuals to consider
and address risk management for relevant facilities.

Review induction procedures to ensure adequate training and
informaiton is available on misconduct and reporting
processes.

Establish documented procedures for high risk functions (e.g.
cash management and stock control).

Ensure independent review and authorisation processes exist
throughout the organisation. Implement risk based staff
training matrix to ensure high risk positions are resourced
with appropriate training.

Establish compliance calendars, review and / or develop
documented procedures for core compliance functions.

Maintain appropriate hierarchy of controls to IT systems.
Review insurances to ensure appropriate level of insurance is
in place to cover events of malevolence.

Follow and comply with government advice, including from
the Department of Health, to provide accurate updates on the
current COVID-19 (Coronavirus) health issue based on the
latest information from the Federal and State health
departments.

Responsible

Officer

DGS

DGS

GMO / DGS

CFO/DGS

CFO

DGS

DGS/CFO

CEO

Complete
Y/N/%

80%

10%

10%

50%

Action taken

Ongoing

Also see 7.1.1 above

Building Risk Management and Maintenance Plan has been
developed and approved by Council at the September OCM.
This covers all buildings under the care and control of the Shire
of Ngaanyatjarraku. It also contains a plan to remediate all
defects in the building that will be updated annually.

Procedures under review.

Procedures under review.

Compliance calendar adopted and maintained.

Cyber security training in progress. Reviews with new IT
contractors . Insurance in place.

CEO is member of the Goldfields OASG
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Commercial Enterprises by Local Governments

No Reference

Question

1 s3.59(2)(a) F&G Regs 7,9,10

Has the local government prepared a business plan for each major trading
undertaking that was not exempt in 20227

2 s3.59(2)(b) F&G Regs 7,8A, 8,
10

Has the local government prepared a business plan for each major land transaction
that was not exempt in 2022?

3 s3.59(2)(c) F&G Regs 7,8A,

Has the local government prepared a business plan before entering into each land

8,10 transaction that was preparatory to entry into a major land transaction in 2022?

4 s3.59(4) Has the local government complied with public notice and publishing requirements for
each proposal to commence a major trading undertaking or enter into a major land
transaction or a land transaction that is preparatory to a major land transaction for
20227

5 s3.59(5) During 2022, did the council resolve to proceed with each major land transaction or

trading undertaking by absolute majority?

Delegation of Power/Duty

No Reference

Question

1 s5.16 Were all delegations to committees resolved by absolute majority?

2 s5.16 Were all delegations to committees in writing?

3 s5.17 Were all delegations to committees within the limits specified in section 5.17 of the
Local Government Act 1995?

4 s5.18 Were all delegations to committees recorded in a register of delegations?

5 s5.18 Has council reviewed delegations to its committees in the 2021/2022 financial year?

6 s5.42(1) & s5.43 Admin Reg

Did the powers and duties delegated to the CEO exclude those listed in section 5.43 of

18G the Local Government Act 1995?
7 s5.42(1) Were all delegations to the CEO resolved by an absolute majority?
8 s5.42(2) Were all delegations to the CEO in writing?
9 s5.44(2) Were all delegations by the CEO to any employee in writing?

10 s5.16(3)(b) & s5.45(1)(b)

11 s5.46(1)

12 $5.46(2)

13  s5.46(3) Admin Reg 19

Were all decisions by the council to amend or revoke a delegation made by absolute
majority?

Has the CEO kept a register of all delegations made under Division 4 of the Act to the
CEO and to employees?

Were all delegations made under Division 4 of the Act reviewed by the delegator at
least once during the 2021/2022 financial year?

Did all persons exercising a delegated power or duty under the Act keep, on all
occasions, a written record in accordance with Local Government (Administration)
Regulations 1996, regulation 19?

Disclosure of Interest

No Reference

Question

1 s5.67

Where a council member disclosed an interest in a matter and did not have
participation approval under sections 5.68 or 5.69 of the Local Government Act 1995,
did the council member ensure that they did not remain present to participate in
discussion or decision making relating to the matter?

2 s5.68(2) & s5.69(5) Admin Reg
21A

Were all decisions regarding participation approval, including the extent of
participation allowed and, where relevant, the information required the Local
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Government (Administration) Regulations 1996 regulation 21A, recorded in the
minutes of the relevant council or committee meeting?

s5.73

s5.75 Admin Reg 22, Form 2

s5.76 Admin Reg 23, Form 3

s5.77

Were disclosures under section sections 5.65, 5.70 or 5.71A(3) of the Local
Government Act 1995 recorded in the minutes of the meeting at which the disclosures
were made?

Was a primary return in the prescribed form lodged by all relevant persons within
three months of their start day?

Was an annual return in the prescribed form lodged by all relevant persons by 31
August 20227

On receipt of a primary or annual return, did the CEO, or the mayor/president, give
written acknowledgment of having received the return?

s5.88(1) & (2)(a)

Did the CEO keep a register of financial interests which contained the returns lodged
under sections 5.75 and 5.76 of the Local Government Act 19957

s5.88(1) & (2)(b) Admin Reg 28

Did the CEO keep a register of financial interests which contained a record of
disclosures made under sections 5.65, 5.70, 5.71 and 5.71A of the Local Government
Act 1995, in the form prescribed in the Local Government (Administration)
Regulations 1996, regulation 28?

10

s5.88(3)

$5.88(4)

When a person ceased to be a person required to lodge a return under sections 5.75
and 5.76 of the Local Government Act 1995, did the CEO remove from the register all
returns relating to that person?

Have all returns removed from the register in accordance with section 5.88(3) of the
Local Government Act 1995 been kept for a period of at least five years after the
person who lodged the return(s) ceased to be a person required to lodge a return?

11

s5.89A(1), (2) & (3) Admin Reg
28A

Did the CEO keep a register of gifts which contained a record of disclosures made
under sections 5.87A and 5.87B of the Local Government Act 1995, in the form
prescribed in the Local Government (Administration) Regulations 1996, regulation
28A?

12

s5.89A(5) & (5A)

Did the CEO publish an up-to-date version of the gift register on the local
government’s website?

13

14

s5.89A(6)

$5.89A(7)

When people cease to be a person who is required to make a disclosure under section
5.87A or 5.87B of the Local Government Act 1995, did the CEO remove from the
register all records relating to those people?

Have copies of all records removed from the register under section 5.89A(6) Local
Government Act 1995 been kept for a period of at least five years after the person
ceases to be a person required to make a disclosure?

15

16

17

18

19

s5.70(2) & (3)

s5.71A & s5.71B(5)

$5.71B(6) & s5.71B(7)

$5.104(1)

$5.104(3) & (4)

Where an employee had an interest in any matter in respect of which the employee
provided advice or a report directly to council or a committee, did that person disclose
the nature and extent of that interest when giving the advice or report?

Where council applied to the Minister to allow the CEO to provide advice or a report to
which a disclosure under s5.71A(1) of the Local Government Act 1995 relates, did the
application include details of the nature of the interest disclosed and any other
information required by the Minister for the purposes of the application?

Was any decision made by the Minister under subsection 5.71B(6) of the Local
Government Act 1995 recorded in the minutes of the council meeting at which the
decision was considered?

Did the local government prepare and adopt, by absolute majority, a code of conduct
to be observed by council members, committee members and candidates within 3
months of the prescribed model code of conduct coming into operation (3 February
2021)?

Did the local government adopt additional requirements in addition to the model code
of conduct? If yes, does it comply with section 5.104(3) and (4) of the Local
Government Act 19957

20

$5.104(7)

Has the CEO published an up-to-date version of the code of conduct for employees on
the local government’s website?

21

s5.51A(1) & (3)

Has the CEO prepared and implemented a code of conduct to be observed by
employees of the local government in accordance with section 5.51A(1) of the Local
Government Act 19957

20f6




Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

(;(ﬁk)’“ Department of
o t Local Government, Sport
.-\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

Disposal of Property

No Reference Question

1 s3.58(3) Where the local government disposed of property other than by public auction or
tender, did it dispose of the property in accordance with section 3.58(3) of the Local
Government Act 1995 (unless section 3.58(5) applies)?

2 s3.58(4) Where the local government disposed of property under section 3.58(3) of the Local
Government Act 1995, did it provide details, as prescribed by section 3.58(4) of the
Act, in the required local public notice for each disposal of property?

Elections

No Reference

Question

1 Elect Regs 30G(1) & (2)

2  Elect Regs 30G(3) & (4)

Did the CEO establish and maintain an electoral gift register and ensure that all
disclosure of gifts forms completed by candidates and donors and received by the CEO
were placed on the electoral gift register at the time of receipt by the CEO and in a
manner that clearly identifies and distinguishes the forms relating to each candidate in
accordance with regulations 30G(1) and 30G(2) of the Local Government (Elections)
Regulations 19977

Did the CEO remove any disclosure of gifts forms relating to an unsuccessful
candidate, or a successful candidate that completed their term of office, from the
electoral gift register, and retain those forms separately for a period of at least two
years in accordance with regulation 30G(4) of the Local Government (Elections)
Regulations 1997?

3 Elect Regs 30G(5) & (6)

Did the CEO publish an up-to-date version of the electoral gift register on the local
government’s official website in accordance with regulation 30G(5) of the Local
Government (Elections) Regulations 1997?

Finance

No Reference

Question

1 s7.1A
2 s7.1B

3 s7.9(1)
4 s7.12A(3)

5  s7.12A(4)(a) & (4)(b)

Has the local government established an audit committee and appointed members by
absolute majority in accordance with section 7.1A of the Local Government Act 1995?

Where the council delegated to its audit committee any powers or duties under Part 7
of the Local Government Act 1995, did it do so by absolute majority?

Was the auditor’s report for the financial year ended 30 June 2022 received by the
local government by 31 December 2022?

Where the local government determined that matters raised in the auditor’s report
prepared under section 7.9(1) of the Local Government Act 1995 required action to be
taken, did the local government ensure that appropriate action was undertaken in
respect of those matters?

Where matters identified as significant were reported in the auditor’s report, did the
local government prepare a report that stated what action the local government had
taken or intended to take with respect to each of those matters? Was a copy of the
report given to the Minister within three months of the audit report being received by
the local government?

6 s7.12A(5)

Within 14 days after the local government gave a report to the Minister under section
7.12A(4)(b) of the Local Government Act 1995, did the CEO publish a copy of the
report on the local government’s official website?

7 Audit Reg 10(1)

Was the auditor’s report for the financial year ending 30 June 2022 received by the
local government within 30 days of completion of the audit?
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Integrated Planning and Reporting

No Reference

Question

1 Admin Reg 19C

Has the local government adopted by absolute majority a strategic community plan?
If Yes, please provide the adoption date or the date of the most recent review in the
Comments section?

2 Admin Reg 19DA(1) & (4)

Has the local government adopted by absolute majority a corporate business plan?
If Yes, please provide the adoption date or the date of the most recent review in the
Comments section?

3 Admin Reg 19DA(2) & (3)

Does the corporate business plan comply with the requirements of Local Government
(Administration) Regulations 1996 19DA(2) & (3)?

Local Government Employees

No Reference

Question

1 s5.36(4) & s5.37(3) Admin Reg
18A

2 Admin Reg 18E

Were all CEO and/or senior employee vacancies advertised in accordance with Local
Government (Administration) Regulations 1996, regulation 18A?

Was all information provided in applications for the position of CEO true and accurate?

3 Admin Reg 18F

4  $5.37(2)
5  s5.37(2)

Was the remuneration and other benefits paid to a CEO on appointment the same
remuneration and benefits advertised for the position under section 5.36(4) of the
Local Government Act 19957

Did the CEO inform council of each proposal to employ or dismiss senior employee?

Where council rejected a CEO’s recommendation to employ or dismiss a senior
employee, did it inform the CEO of the reasons for doing so?

Official Conduct

No Reference

Question

1 s5.120
2 s5.121(1) & (2)

Has the local government designated an employee to be its complaints officer?

Has the complaints officer for the local government maintained a register of
complaints which records all complaints that resulted in a finding under section
5.110(2)(a) of the Local Government Act 19957

3 S5.121(2)

Does the complaints register include all information required by section 5.121(2) of
the Local Government Act 19957

4 s5.121(3)

Has the CEO published an up-to-date version of the register of the complaints on the
local government’s official website?

40f6




Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

(;(ﬁk)’“ Department of
o t Local Government, Sport
.-\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

Optional Questions

No Reference

Question

1 Financial Management Reg

5(2)(c)

Did the CEO review the appropriateness and effectiveness of the local government’s
financial management systems and procedures in accordance with the Local
Government (Financial Management) Regulations 1996 regulations 5(2)(c) within the
three years prior to 31 December 2022?

If yes, please provide the date of council’s resolution to accept the report.

2 Audit Reg 17

3 s5.87C

Did the CEO review the appropriateness and effectiveness of the local government'’s
systems and procedures in relation to risk management, internal control and
legislative compliance in accordance with Local Government (Audit) Regulations 1996
regulation 17 within the three financial years prior to 31 December 2022?

If yes, please provide date of council’s resolution to accept the report.

Where a disclosure was made under sections 5.87A or 5.87B of the Local Government
Act 1995, were the disclosures made within 10 days after receipt of the gift? Did the
disclosure include the information required by section 5.87C of the Act?

4  s5.90A(2) & (5)

5 s5.96A(1), (2), (3) & (4)

Did the local government prepare, adopt by absolute majority and publish an up-to-
date version on the local government’s website, a policy dealing with the attendance
of council members and the CEO at events?

Did the CEO publish information on the local government’s website in accordance with
sections 5.96A(1), (2), (3), and (4) of the Local Government Act 1995?

6 s5.128(1) Did the local government prepare and adopt (by absolute majority) a policy in relation
to the continuing professional development of council members?

7 s5.127 Did the local government prepare a report on the training completed by council
members in the 2021/2022 financial year and publish it on the local government'’s
official website by 31 July 2022?

8 s6.4(3) By 30 September 2022, did the local government submit to its auditor the balanced
accounts and annual financial report for the year ending 30 June 20227

9 5.6.2(3) When adopting the annual budget, did the local government take into account all its

expenditure, revenue and income?

Tenders for Providing Goods and Services

No Reference

Question

1 F&G Reg 11A(1) & (3)

2 s3.57 F&G Reg 11

3 F&G Regs 11(1), 12(2), 13, &

14(1), (3), and (4)

4 F&G Reg 12

Did the local government comply with its current purchasing policy, adopted under the
Local Government (Functions and General) Regulations 1996, regulations 11A(1) and
(3) in relation to the supply of goods or services where the consideration under the
contract was, or was expected to be, $250,000 or less or worth $250,000 or less?

Subject to Local Government (Functions and General) Regulations 1996, regulation
11(2), did the local government invite tenders for all contracts for the supply of goods
or services where the consideration under the contract was, or was expected to be,
worth more than the consideration stated in regulation 11(1) of the Regulations?

When regulations 11(1), 12(2) or 13 of the Local Government Functions and General)
Regulations 1996, required tenders to be publicly invited, did the local government
invite tenders via Statewide public notice in accordance with Regulation 14(3) and
(4)?

Did the local government comply with Local Government (Functions and General)
Regulations 1996, Regulation 12 when deciding to enter into multiple contracts rather
than a single contract?

5  F&G Reg 14(5)

If the local government sought to vary the information supplied to tenderers, was
every reasonable step taken to give each person who sought copies of the tender
documents or each acceptable tenderer notice of the variation?

6 F&G Regs 15 & 16

Did the local government's procedure for receiving and opening tenders comply with
the requirements of Local Government (Functions and General) Regulations 1996,
Regulation 15 and 16?
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Did the information recorded in the local government's tender register comply with
the requirements of the Local Government (Functions and General) Regulations 1996,
Regulation 17 and did the CEO make the tenders register available for public
inspection and publish it on the local government’s official website?

F&G Reg 18(1)

Did the local government reject any tenders that were not submitted at the place, and
within the time, specified in the invitation to tender?

10

11

F&G Reg 18(4)

F&G Reg 19

F&G Regs 21 & 22

Were all tenders that were not rejected assessed by the local government via a
written evaluation of the extent to which each tender satisfies the criteria for deciding
which tender to accept?

Did the CEO give each tenderer written notice containing particulars of the successful
tender or advising that no tender was accepted?

Did the local government’s advertising and expression of interest processes comply
with the requirements of the Local Government (Functions and General) Regulations
1996, Regulations 21 and 22?

12

F&G Reg 23(1) & (2)

Did the local government reject any expressions of interest that were not submitted at
the place, and within the time, specified in the notice or that failed to comply with any
other requirement specified in the notice?

13

14

F&G Reg 23(3) & (4)

F&G Reg 24

Were all expressions of interest that were not rejected under the Local Government
(Functions and General) Regulations 1996, Regulation 23(1) & (2) assessed by the
local government? Did the CEO list each person as an acceptable tenderer?

Did the CEO give each person who submitted an expression of interest a notice in
writing of the outcome in accordance with Local Government (Functions and General)
Regulations 1996, Regulation 24?

15

16

17

18

F&G Regs 24AD(2) & (4) and

24AE

F&G Reg 24AD(6)

F&G Reg 24AF

F&G Reg 24AG

Did the local government invite applicants for a panel of pre-qualified suppliers via
Statewide public notice in accordance with Local Government (Functions and General)
Regulations 1996, Regulations 24AD(4) and 24AE?

If the local government sought to vary the information supplied to the panel, was
every reasonable step taken to give each person who sought detailed information
about the proposed panel or each person who submitted an application notice of the
variation?

Did the local government's procedure for receiving and opening applications to join a
panel of pre-qualified suppliers comply with the requirements of Local Government

(Functions and General) Regulations 1996, Regulation 16, as if the reference in that
regulation to a tender were a reference to a pre-qualified supplier panel application?

Did the information recorded in the local government's tender register about panels of
pre-qualified suppliers comply with the requirements of Local Government (Functions
and General) Regulations 1996, Regulation 24AG?

19

20

F&G Reg 24AH(1)

F&G Reg 24AH(3)

Did the local government reject any applications to join a panel of pre-qualified
suppliers that were not submitted at the place, and within the time, specified in the
invitation for applications?

Were all applications that were not rejected assessed by the local government via a
written evaluation of the extent to which each application satisfies the criteria for
deciding which application to accept?

21

F&G Reg 24AI

Did the CEO send each applicant written notice advising them of the outcome of their
application?

22

F&G Regs 24E & 24F

Where the local government gave regional price preference, did the local government
comply with the requirements of Local Government (Functions and General)
Regulations 1996, Regulation 24E and 24F?
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